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Part 1. Architecture & Design
Objective: Establish secure system architecture, baseline configurations, and design reviews to ensure resilient foundations aligned with Zero Trust and critical asset protection.
•  CSP-0201. System Security Architecture Diagram Template.docx
•  CSP-0202. Secure Configuration Baseline Document.docx
•  CSP-0203. Security Design Review Checklist.docx
•  CSP-0204. Zero Trust Architecture Implementation Plan.docx
•  CSP-0205. Secure Build Documentation Template.docx
•  CSP-0224. Critical Asset Security Posture Heatmap.xlsx
Part 2. Configuration & Hardening
Objective: Implement secure configurations, hardening standards, and patch management practices to minimize vulnerabilities and maintain system integrity.
•  CSP-0206. System Hardening Checklist (Windows, Linux, macOS, Database).docx
•  CSP-0207. Endpoint Security Configuration Sheet.docx
•  CSP-0208. Patch Management Policy & Schedule Tracker.docx
•  CSP-0209. Change Management Security Review Form.docx
•  CSP-0210. System Baseline Drift Alert Log.docx
•  CSP-0221. Secure Configuration Drift Trend Analysis.xlsx
Part 3. System Lifecycle Management
Objective: Manage security requirements across system acquisition, operation, and decommissioning to ensure compliance and protection throughout the asset lifecycle.
•  CSP-0211. System Acquisition Security Requirements Form.docx
•  CSP-0212. System Decommissioning Checklist.docx
•  CSP-0213. Asset Lifecycle Security Log.docx
•  CSP-0214. Critical System Downtime Incident Report.docx
•  CSP-0222. System Availability & Downtime Tracker.xlsx
Part 4. Monitoring & Operations
Objective: Continuously monitor system health, patch compliance, and privileged access to detect anomalies and maintain secure operational environments.
•  CSP-0215. Vulnerability Assessment Report Template.docx
•  CSP-0216. Security Patch Deployment Log.docx
•  CSP-0217. Configuration Drift Monitoring Sheet.docx
•  CSP-0218. Privileged Access Usage Log for Systems.docx
•  CSP-0219. Configuration Management Database (CMDB) Template.docx
•  CSP-0220. System Patch Compliance Status Dashboard.xlsx
•  CSP-0223. Endpoint Security Performance Metrics.xlsx
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