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Part 1. Policies & Procedures
Objective: Establish a governance foundation for enterprise risk management by defining policies, roles, responsibilities, and risk appetite to guide consistent decision making.
•  CSP-0101. Information Security Risk Management Policy.docx
•  CSP-0102. Risk Appetite & Tolerance Statement.docx
•  CSP-0103. Enterprise Risk Management (ERM) Framework Document.docx
•  CSP-0104. Risk Management Roles & Responsibilities Matrix.docx
•  CSP-0105. Emerging Threat Intelligence Report Template.docx
•  CSP-0123. Enterprise Cyber Risk Quantification Dashboard.xlsx
Part 2. Risk Identification & Assessment
Objective: Identify, document, and assess cyber threats, vulnerabilities, and supply chain risks to evaluate probability and potential business impact.
•  CSP-0106. Enterprise Risk Assessment Form.docx
•  CSP-0106. Threat & Vulnerability Assessment Template.docx
•  CSP-0108. Risk Identification Workshop Agenda & Worksheet.docx
•  CSP-0109. Security Threat Modeling Template.docx
•  CSP-0110. Supply Chain Cyber Risk Assessment Form.docx
•  CSP-0111. Risk Acceptance Exception Request Form.docx
•  CSP-0124. Risk Probability vs Impact Scatter Plot.xlsx
•  CSP-0127. Risk Scenario Simulation Model.xlsx
Part 3. Risk Treatment Planning
Objective: Develop actionable mitigation, control, and treatment plans aligned with business priorities, while tracking costs, effectiveness, and residual risks.
•  CSP-0112. Risk Register (with Prioritization Dashboard).docx
•  CSP-0113. Risk Treatment Plan & Mitigation Action Tracker.docx
•  CSP-0114. Security Control Mapping Sheet.docx
•  CSP-0115. Business Impact Analysis (BIA) Template.docx
•  CSP-0116. Residual Risk Acceptance Form.docx
•  CSP-0117. Security Control Effectiveness Review Checklist.docx
•  CSP-0125. Annual Risk Mitigation Budget Tracker.xlsx
•  CSP-0126. Incident Loss Estimation & ROI Calculator.xlsx
Part 4. Monitoring & Reporting
Objective: Continuously monitor key risk indicators (KRIs), review mitigation progress, and report findings to stakeholders for informed risk based decision making.
•  CSP-0118. Quarterly Risk Review Report Template.docx
•  CSP-0119. Key Risk Indicators (KRI) Dashboard.docx
•  CSP-0120. Security Risk Heatmap.docx
•  CSP-0121. Risk Closure Verification Form.docx
•  CSP-0122. Risk Communication Plan Template.docx
•  CSP-0127. Risk Scenario Simulation Model.xlsx
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