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Part 1. Policies & Scope
Objective: Establish the foundation of the Information Security Management System (ISMS) by defining policies, scope, roles, and applicability while ensuring measurable security KPIs.
•  CSP-0501. Information Security Policy.docx
•  CSP-0502. ISMS Scope Document.docx
•  CSP-0503. Statement of Applicability (SOA) - ISO 27001.docx
•  CSP-0504. Roles & Responsibilities for ISMS.docx
•  CSP-0505. Information Security Awareness Campaign Plan.docx
•  CSP-0519. Information Security KPI Trend Tracker.xlsx
Part 2. People & Awareness
Objective: Build a strong security culture by enhancing workforce awareness, delivering structured training, tracking participation, and assessing security exception handling.
•  CSP-0506. Security Awareness Training Plan.docx
•  CSP-0507. Training Attendance & Assessment Tracker.docx
•  CSP-0508. Phishing Simulation Campaign Log.docx
•  CSP-0516. Security Exception Management Log.docx
•  CSP-0517. Security Awareness Training Effectiveness Dashboard.xlsx
Part 3. Compliance & Auditing
Objective: Strengthen ISMS compliance and accountability through third party checklists, structured audit plans, management reviews, KPI dashboards, and control effectiveness monitoring.
•  CSP-0508. Third Party Security Compliance Checklist.docx
•  CSP-0509. Internal Security Audit Plan & Checklist.docx
•  CSP-0510. Information Security KPI Dashboard.docx
•  CSP-0511. Annual Management Review Report.docx
•  CSP-0512. Internal ISMS Audit Findings Report.docx
•  CSP-0518. ISMS Control Effectiveness Heatmap.xlsx
•  CSP-0520. Internal Audit Findings Closure Rate.xlsx
Part 4. Coordination & Governance
Objective: Ensure effective ISMS governance through structured committee meetings, clear escalation pathways, and cross departmental communication strategies.
•  CSP-0513. Security Committee Meeting Agenda & Minutes Template.docx
•  CSP-0514. Escalation Procedure for Security Issues.docx
•  CSP-0515. Cross Department Security Communication Plan.docx
•  CSP-0516. Security Metrics & Trends Dashboard.docx
•  CSP-0521. Security Incident Type & Frequency Analysis.xlsx
CISSP  |  Information Security Toolkits
